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Defending A Data Breach
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ver the past few years, a

number of large and high-

ly-publicized data breaches
have generated a wave of class
action litigation that shows no
signs of relenting. Household
names, such as eBay, Home Depot,
Neiman Marcus, Sony, and Target,
have found themselves defending
such actions in federal courts
throughout the country. Most of
these cases have been resolved
at the pleading stage through
motions to dismiss or strategi-
cally-structured settlements. This
article discusses the principal
defenses that have been raised
on motions to dismiss and some
ways that data breach settlements
have been structured.

SETH D. ROTHMAN and DENNIS S. KLEIN are litiga-
tion partners at Hughes Hubbard & Reed. Associates
TYLER GROVE and JEFFREY GOLDBERG contributed
to the preparation of this article.

Class Action

By And

Seth D Dennis S.

Rothman Klein
Lack of Standing

The primary defense in data
breach actions is that plaintiffs
lack Article IIl standing because
they have not suffered an “injury-
in-fact.” To establish Article III
standing, the plaintiffs’ injuries
must be “concrete, particularized,
and actual or imminent; fairly trace-
able to the challenged action; and
redressable by a favorable ruling.”!
Data breach plaintiffs are typically
able to allege that their personal
information has been stolen, but
this may not be enough to establish
standing if the theft has not led to
any out-of-pocket loss.

Courts have dismissed data
breach cases for lack of standing

where plaintiff could not plead that
his stolen information “was misused
or that his identity was stolen as
a result of the data theft,”?> where
plaintiffs alleged only that criminals
“may” hold their personal informa-
tion,® where plaintiffs alleged that
defendant’s delay in notifying them
of the data breach “increased the
risk to Plaintiffs of suffering some
actual injury due to the security
breach,” where plaintiffs failed to
allege “to have detected any irreg-
ularity whatsoever in regards to
unauthorized purchases or other
manifestations that their personal
information has been misused,””
and where plaintiff alleged only that
there had been an attempt to use
her stolen credit card information.b

In assessing whether there has
been an out-of-pocket loss, courts
look to whether plaintiffs have had to
bear the cost of fraudulent charges
or identity theft. If those costs have
been reimbursed by a credit card
company or a financial institution,
plaintiffs may not be able to satisfy
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this requirement. Courts have also
been unwilling to recognize mitiga-
tion efforts as cognizable injuries.
The time and effort that plaintiffs
spend to protect themselves from
the data breach may not suffice to
confer standing.’

Other courts, including the U.S.
Court of Appeals for the Seventh
Circuit, have been willing to find
standing in the absence of economic
injury. In the Neiman Marcus and
PF. Chang’s data breach litigations,
the Seventh Circuit found that the
theft of credit card information was
a concrete enough injury to con-
fer standing “because a primary
incentive for hackers is ‘sooner or
later to make fraudulent charges
or assume those customers’ identi-
ties.”” The Seventh Circuit also held
that “the time and money resolving
fraudulent charges are cognizable
injuries for Article Ill standing.”

The courts that have allowed data
breach claims to proceed have gen-
erally emphasized that their hold-
ings are limited to the pleadings
stage. These courts are not com-
menting on class certification issues
or the merits of the case. Indeed,
the court in the Target litigation
specifically cautioned that “should
discovery fail to bear out Plaintiffs’
allegations, Target may move for
summary judgment on the issue.”?

In an effort to avoid the problems of
pleading standing, some data breach
plaintiffs have asserted statutory

causes of action. Courts have gener-
ally been reluctant to find statutory
standing in the absence of a concrete
injury.!! This issue was recently
addressed by the U.S. Supreme Court
in Spokeo v. Robins,'? where the court
confirmed that Article Ill standing
requires a concrete injury even in
the context of a statutory violation.

Plaintiffs must show a
temporal and logical con-
nection between the data
breach and their alleged in-
juries. Courts have dismissed
claims where the plaintiffs
have failed to plead or later
prove facts that connect the
data breach to their injuries.

Insufficient Causation

Data breach defendants have also
asserted that plaintiffs have failed
to plead an adequate connection
between the alleged data breach
and their alleged loss. This usually
arises both as part of the stand-
ing analysis—since plaintiffs must
show that their injuries are fairly
traceable to the data breach—and
in connection with plaintiffs’ sub-
stantive causes of action. Plaintiffs
typically plead negligence as their
primary cause of action and must
therefore allege direct and proxi-
mate causation.

The “fairly traceable” require-

ment for standing requires a lesser
showing than direct and proximate
cause,!? but, in practice this may be
a distinction without a difference.
Either way, plaintiffs must show a
temporal and logical connection
between the data breach and their
alleged injuries.!* Courts have dis-
missed claims where the plaintiffs
have failed to plead or later prove
facts that connect the data breach
to their injuries.!®

Defendants may also be able to
show that the negligence of a third-
party vendor was an intervening
and superseding cause of the
data breach. Hackers will some-
times use a vendor’s credentials
to access companies’ sensitive
information, and this gives rise
to an argument that the vendor’s
negligence caused the breach.!¢
One breached company has even
gone so far as to sue its IT vendor
for negligence.!”
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Strategic Settlement Structures

The high-profile settlements in the
Target ($10 million) and Home Depot
($19.5 million) cases have drawn
attention to the ways in which data
breach settlements may be quanti-
fied and structured. The Target and
Home Depot settlements were rela-
tively high for data breach cases, but
both of these cases involved large
numbers of potential plaintiffs. The
data breach at Target was estimat-
ed to have affected approximately
110 million customers. Prior to set-
tling, Target reviewed recent data
breach settlements and found that
these cases settled on average for
less than 50 cents per person.!8

Unlike settlements in traditional
cases, data breach settlements do
not necessarily attempt to compen-
sate plaintiffs for out-of-pocket loss.
Indeed, many plaintiffs do not have
out-of-pocket losses because their
credit card companies and finan-
cial institutions have reimbursed
them.!® The Home Depot settlement
consisted of $13 million to compen-
sate plaintiffs for the time and effort
they spent resolving issues arising
from the theft of their personal
information and $6.5 million to fund
18 months of credit monitoring.?

Conclusion

Data breaches continue to occur
with alarming frequency. While not

every data breach leads to litigation,
the large, high-profile data breach-
es usually do. Targeted companies
have been relatively successful
at resolving these cases through
motions to dismiss and settlements.
But the stakes are getting higher, and
plaintiffs’ lawyers will continue to
refine their pleadings to address
some of the problems they have
faced in the past. Companies need
to be prepared to defend themselves
aggressively.
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